PROCEDURE INTUNE DANS LE
CADRE DE LA PREPARATION
D'UN PC AUTOPILOT
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1 Intune Autopilot

Cette procédure présente les étapes a suivre en amont de la préparation d'un PC avec la
solution Autopilot

1.1 Vérification de la présence du PC dans la
solution Autopilot

Pour commencer, il fFaut vérifier si le HWID (HardWare ID) du pc est importé dans la solution Autopilot :

e Allez dans "Devices" :

osoft Intune ad:

A Home My Dashboard v
Private dashboard
Ed) Dashboard + o . .
New dashboard v () Refresh /" Fullscreen | ¢ Edit & Export ~ [ Clone [ Delete
Device enrollment Device compliance Device configuration Welcome to the Microsoft Intune admin center

Microsoft Intune gives you easy access to device and dlient app management
capabilties from the cloud. It enables secure productivity across all of your device

@ Endpoint security 135370 651410 1350 types, including Windows, i0S, macOS, and Android. In Microsoft Intune you can

G Reports Intune enroliment devices not in policies with error or « Enroll and configure e
failures last 7 days compliance conflict nroll and configure your devices
2 « Upload and distribute your 2pps
& users
« Protect your organization's data
28 Groups « Cloud-enable computers enrolled with Configuration Manager
« Monitor and troubleshoot your deployments

Client apps
2 Tenant administration PP

Tutorials and articles
K Troubleshooting + support
Learn 2bout Microsoft Intune admin center

6014 Get your device enrolled
apps have installation Get started with cloud-based mobility management
failures

Intune enrolled devices Device compliance status

LAST UPDATED 11/22/23, 5,08 AM

Platform Devices Status Devices
Windows I 270670 Compliant 606147
Android I 205245 In grace period 1678 A
ios/iPados | B Not evaluated 4727
macos | 10241 Not compliant 651410
Linux 7 Total 677693
Windows Mobile lo

Total 682120

e Puis"Windows":

A tome o Devices | Overview

El Dashboard

= All senvices

L8 Devices O Overview - @ Preview upcaming changes to Devices and provide feedback. =

B apps ) Al devices

W Endpoint security & wmonitor Enrollmentstatus  Enoliment alerts  Cloud PC performance (preview)  Compliance status  Configuration status  Software update status
G Reports

Enroliment failures by OS
A vsers Intune ’

LAST UPDATED 14/22/23, 101 AM

2 Groups
Platform Devices
£} Tenant sdministration
& macos windows 708
X Troubleshooting + support
@ android Android 20392 s
I chrome OS (preview) Pado .
O Linux c 0 J\f\

Device enroliment Lingx 3
Enroll devices windaws Mobile o § |“’: e o
"2
Total . 2 8 5 30 3 272
Provisioning X
O windows 365 Top enroliment failures this week Cloud attached insights
poliey Failures Count S

I compliance policies Uncategorized emor 12142 .
O Conditional access User not found or lice
B configurator 105 Timeoutor Falore 146 :
] s Device cap reached 19 .
B Remediations Device not supported 4 s

& Group Policy analytics
ot Confghiy encponts ol e st ant

T °|401.01. 1386.9.
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e Puis "Windows enrollment"

A Home
&l Dashboard
= All services

8l Devices

Apps
W endpoint security

33 Reports

& Users

-3 Groups

£} Tenant administration

# Troubleshooting + support

Dashboard > Devices | Windows >

1) Windows | Windows devices

[ oo o

() Refresh

- Export

M Windows enrollment < = !
arch

Windows policies

[& compliance policies

C

3

Configuration profiles

™ scripts

Update rings for Windows 10 and
later

Feature updates for Windows 10
and later

Quality updates for windows 10
and later

Driver updates for Windaws 10
and later

e Etenfin "Devices":

«
B Home

1 pashboard

= All services

T Devices

£ Apps

. endpoint security

& Reports

& Users
i Groups

£ Tenant administration

K Troubleshoating + support

Dashboard > Devices | Windows > Windows

[ windows devices

General

M windows enrollment

windows policies
L
L
™ Scripts

Compliance pelicies

F

Configuration profiles

&

22 Update rings for Windows 10 and
later

22 Feature updates for Windows 10
and later

Quality updates for Windows 10
and later

Driver updates for Windows 10
and later

Device name Managed by

021133401857 Co-managed

043169513453 Co-managed

05bd53a7-4d88-460a- Co-managed

0737-7024-4708- ConfigMgr
08APC0627 Intune
08APC0628 Intune
08APC0629 Co-managed
08APC0630 Co-managed
0BAPC0630 ConfigMgr
08APO1433 Co-managed
08APO1468 Co-managed
0BAPO1471 Co-managed
08APO1473 Co-managed
08APO1528 Co-managed
08APO1559 Co-managed
08APO1562 Co-managed
08APO1575 Intune
08APO1592 Co-managed

Windows | Windows enrollment

Autematic Enroliment

Configure Windows devices to enroll when
they join or register with Microsoft Entra ID.

CNAME Validation

Test company domain CNAME registration for
Windows enrollment.

Enroliment notifications

Send email or push notifications to devices
after they enroll

@

Windows Autopilot Deployment Program

B

&

Deployment Profiles
Customize the Windows Autopilot
provisioning experience.

Intune Connector for Active Directory

Configure Microsoft Entra hybrid joined
devices

Choose an item. © 2021 Capgemini. All rights reserved.

Columns & Bulk device actions

05: Winds Wind Mobile, L
Ownership Compliance os ¥
Corporate @ compliant Windows
Corporate @ Compliant Windows
Unknown See ConfigMgr Windows
Corporate See ConfigMgr Windows
Corporate € Noncompliant Windows
Corporate € noncompliant Windows
Corporate @ compliant Windows
Corporate @ Compliant Windows
Corporate See Confighlgr Windows
Corporate @ Compliant Windows
Corporate € noncompliant Windows
Corporate @ compliant Windows
Corporate @ Compliant Windows
Corporate @ Compliant Windows
Corporate € Noncompliant Windows
Corporate @ Compliant Windows
Corporate @ compliant Windows
Corporate @ Compliant Windows

Learn about the seven different ways a Windows 10/11 PC ¢an be enrolled into Intune by users or admins, Learn more.

® ® Wwindows Hello for Business

Replace passwords with strong two-factor
authentication.

Enrollment Status Page

users during device setup.

Co-management Settings

Configure co-management settings for
Configuration Manager integration

Show app and profile installation statuses to

q Devices
Manage Windows Autopilat devices.

OS version

10.0.22631.2715
10.0.19045.3448
0.0.0.0
10.0.19042.508
10.0.19045.3693
10.0.19045.3693
10.0.19045.3693
10.0.22621.2715
10.0.22621.2715
10.0.19045.3693
10.0.22000.1696
10.0.19045.3693
10.0.19045.3693
10.0.19045.3693
10.0.19044.2965
10.0.22000.2538
10.0.19044.1826

10.0.19045.3448

Group IT

Primary user UF

robertsherer@
matthew.bradl
kumarl-s@cap
None

michele.ditarar
francisco.sanch
arturo.paz-gon
francisco.sanch
None

montse.moyag
alberto.valverd
aitor.romeroch
joseantonio.vel
carlos.galvez-n
2ee2bafG4Ef04
isabel.a.brenne
mohamed.lami

albertbotella@
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e Recherchez votre PC avec son numéro de série ;

Dashboard > Devices | Windows > Windows | Windows enroliment >

u . . .

At Windows Autopilot devices X

B4l Dashboard Windows enroliment

= All services _

o () Refrash L Export = Columns ~ () Sync T Import 1 items loaded
Devices

pps -
O 5¢62472Y3M | C

@ Endpoint security

Reports Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.
A users Last successful sync
G 11/22/2023, 11:06 AM

Last sync request

¥ Tenant administration
11/22/2023, 11:06 AM

K Troubleshooting + support
[  serial number Manufacturer Model Group tag Profile status purchase order

[0 scGearzvsm HP HP EliteBook 840 14 inch G9 Notebook PC Assigned

Note : Si votre PC n'apparait pas, référez-vous au paragraphe 3 : Extraction et Importation du HWID

1.2 Veérifier et ajouter le profil TQT

Si votre pc existe, il Faut vérifier que le profil TQT est affecté.

e Siun profil est affecté, il apparait dans la colonne "Group Tag" :

Dashboard > Devices | Windows > Windows | Windows enroliment >

Al Windows Autopilot devices

[l Dashboard Windows enrollment

= All services
O Refresh L Export

Columns v (O Syne T Import 1items lo

3 pevices

Apps
o O 5CG2472¥3M x| ® ¥ Add filters

@ Endpoint security

Reports Windows Autopilot lets you customize the out-of-box experience (QOBE) for your users.
& Users Last successful sync
8 Groups 11/22/2023, 11:06 AM

Last sync request

& Tenant administration
11/22/2023, 11:06 AM

# Troubleshoating + support
[0 serial number Manufacturer Model Group tag Profile status purchase ¢

[0 sceaaravam HE HP EliteBook 240 14 inch G9 Notebook PC Assigned

Choose an item. © 2021 Capgemini. All rights reserved. GI'OUD IT 6



e Sile profil TQT est affecté, il n'y a rien a faire. Sinon, cliquez sur le numéro de série du PC:

Microsoft Intune admin center

Dashboard » Devices | Windows > Windows indows enrollment >

Al Windows Autopilot devices

E4ll pashboard Windo

enrollment

All services

() Refresh L Export = Columns ~ () Sync 7 Import

A Devices
Apps
°P O 5CG2472Y3M x| @ W Add filters
W, Endpoint security
Reports Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.
& users Last successful sync
28 Groups 11/22/2023, 11:06 AM
Last sync request
¥ Tenant administration K
11/22/2023, 11:06 AM
K Troubleshoating + support
[J  serial number Manufacturer Model Group tag Profile status

[0  scGaa72v3m ¢ He HP EliteBook 840 14 inch G9 Notebook PC Assigned

e Une fenétre s'ouvre a droite : renseignez TQT puis cliquez sur "Save" :

“  Dashboard > Devices | Windows > Windows | Windows enrollment > 5CG2472Y3M - Pro %
Al Windows Autopilot devices Windons Aot seviess
] Dashboard Win
user @
= All services R _ unassigned
() Refresh 4 EBxport £= Columns ~ () Sync T Impert Assign use
OB Devices Serial number

5CG2472Y3M

b 5CG2472Y3M 0] A Add filters
Manufacturer

W, Endpoint security

HP
Reports. Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.

ah Users Last successful sync HP EliteBook 840 14 inch G9 Notebook PC
- 11/22/2023, 11:06 AM

28 Groups Device name ©

Last sync request

£} Tenant administration X
11/22/2023, 11:06 AM

K Troubleshooting + support Grouptag @
[J  serial number Manufacturer Model Group tag * Tar -
D 5CG2472Y3M HP HP EliteBook 840 14 inch G3 Notebook PC Ass o
profile status ©

Assigned profile
Windows Autopilot Deployment

Date assigned
10/05/23, 8:36 PM

Enrollment state

Not enrolled

Associated Intune device &
N/A

Associated Microsoft Entra device C
LOG-0DdiABYj9G 1

Last contacted
11/21/23, 1247 PM

purchase order (
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e Un temps de synchronisation est nécessaire. Pour savoir si le profil est pris en compte,
réactualisez la recherche et cliquez de nouveau sur le numéro de série du PC. Dans la rubrique
"Date assigned", la date du jour et I'heure doivent s'afficher.

“ Dashboard > Devices | Windows > Windows | Windows enroliment > 5C62472Y3M - PrO x
o Windows Autopilot devices Windois Autopilot devices
4]l pashboard Windows enrallment
User @
= Al services 3 _ et
() Refresh & Export = Columns ~ () Sync T Import
3 pevices Serial number @&

50G2472Y3M

£ apps
£ 0 5CG2472Y3M x| @ 7t iz -
Manufacturer ©

@ Endpoint security

He
Reports Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.
Model ©
ah Users Last successful sync HP EliteBook 840 14 inch GO Notebook PC
11/

& Groups Device name (O

Last sync request

11/22/2023, 11:06 AM

K Troubleshooting + support Grouptag @
[J  serial number Manufacturer Model Group tag Pro o ”
D 5CG2472Y3M HP HP EliteBook 840 14 inch G9 Notebook PC Ass -
profile status @

Assigned

Assigned profile ©

Date assigned
10/05/23, 8:36 PM

Not enrolled

Associated Intune device &

N/A

Associated Microsoft Entra device ©

Last contacted @

11/21/23,12:47 PM

purchase order ©
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2 Dans le cadre d’'un PC déja préparé avec la
solution Autopilot

Pour un PC qui est déja passé par une préparation autopilot, des prérequis sont a vérifier.

Note : pensez a supprimer le PC de 'AD Corp

2.1 Suppression dans Intune

e Allez dans Devices:

Microsoft Intune admin center

v
A Home My Dashboard
Private dashboard
Edll Dashboard New dashboard ~ () Refresh 7 Full screen /7 Edit L Export [ Clone [ Delete
Device enrollment Device compliance Device configuration Welcome to the Microsoft Intune admin center

Microsoft Intune gives you easy access to device and client app management

capabilities from the cloud. It enables secure pros vity across all of your device
.; Endpoint security 13 537 o 65 141 () 13 5 o types, including Windows, iOS, macOs, and Android. In Microsoft Intune you can:
Reports Intune enroliment devices not in policies with error or o Enroll and configure e
failures last 7 days compliance conflict nrofland configure your devices
e, e Upload and distribute your apps
b Users J
Protect your organization's data
22 Groups * Cloud-enable computers enrolled with Configuration Manager
) * Monitor and troubleshoot your deployments
Client apps

& Tenant administration

Tutorials and articles
#< Troubleshooting + support

Learn about Microsoft Intune admin center
601 o Get your de enrolled
apps have installation Get started with cloud-based mobility management
failures
Intune enrolled devices Device compliance status

LAST UPDATED 11/22/23, 9:08 AM

Platform Devices Status Devices
windows I o570 Compliznt 606147
Android - 205245 In grace period 1678 &
i05/iPad0s - 95987 Not evaluated 4727
macos | 10241 Mot compliant 85141 @
Linux 37 Total 677693
Windows Mobile |o

Total 682180
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e Puis dans "All devices" :

€ Dashboard >

A Home

Bl Dashboard

— All services

[l pevices

(' ) Devices | Overview

‘. Endpoint security

s 0 adevce: e ]

Reports

By platform
:. Users

M Windows
& Groups

i0S/iPadOs

¥ Tenant administration

G macos
X Troubleshooting + support

& Android

L1 Chrome OS (preview)

3 Linux

Device enroliment
& enroll devices
Provisioning

@ windows 365
Policy

Compliance policies

a I

Conditional access.

Configuration profiles

Scripts

Remediations

Group Policy analytics

ttpsi/fintune.microsoft.com/#allservices/category/All later

Phroliment status  Enroliment alerts

Intune enrolled devices

LAST UPDATED 11/22/23, 1157 AM

Platform Devices

Windows | E4HE
Android I :0:07s
jos/ipados M o536

macos | 10239

Linux 37

‘Windows Mobile |D

Total 680831

Top enroliment failures this week
Failures Count
Uncategorized error 12142
User not found or lice... 2633
i0S Timeout or Failure 148

Device cap reached 19

Device not supported 4

Update rings for Windows 10

Cloud PC performance (preview)

#) Preview upcoming changes to Devices and provide feedback. =

Compliance status Configuration status Software update status

Enrollment failures by OS5

4,000
3,000
2,000

1,000

N\

] Nov§ Mov12 Now 18

~ Jios mac0s Android Windows
172
e ]

Cloud attached insights

450K

.
K

200K

100K

. |] Towl Confightgr endpoints. Total tenant attached end

120103« 1386.94.

e Recherchez le PC avec son numéro de série. Si une entrée existe, elle s'affiche en dessous.
Cliquez sur son "Device name" :

€ Dashboard > Devices
A Home

4l Dashboard

[y Devices | All devices

@) Refresh 4 Export = Columns 2 Bulk device actions

Allsevices
8 pevices @ overview
Apps C All devices
@ Endpoint security H Monitor
Reports.
By platform
& users
B Windows
&2 Groups

i05/iPadOS
&3 Tenant administration

mac0s
# Troubleshooting + support

L

B Android
L1 chrome OS (preview)
=]

Linux
Device enroliment
@ Enroll devices
Provisioning
i windows 365

Policy

EJ compliance policies

o

Conditional access.

Configuration profiles
M Scripts
M Remediations

Group Policy analytics

Update rings for Windows 10

and latar -

Choose an item. © 2021 Capgemini.

O 5cg3431ibs o fitters

Device name T

Managed by Ownership

LFR-5CG3431RBS. Intune Corporate

All rights reserved.

Compliance

@ compliant

1 devices

0s 05 version Primary user UPN Last check-in

Windows 10.0.22621.1992 geoffreylepetit@capg..  11/22/2023, 11:18 AM
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e Puiscliquez sur "Delete":

Microsoft Intune admin center

Dashboard > Devices | All devices >

A Home i ) LFR-5CG3431RBS

Bl Dashboard

= All services « 2 wipefl @ Delete Remo Q) syne £ 4 Collect diagnostics 5 FreshStart (O Autopilot Reset @ Quickscan @ Full sca
CHl Devices O overview
o A Essentials
Manage
@ Endpoint security Device name Primary user : LEPETIT, Geoffrey
m
— It properties Management name T GeOTTey epetit Windows_11/22/2023_8:43 AM Enrolled by LERETIT, Geoffrey
~ Monitor Qwnership : Corporate Compliance : Compliant
& Users
B tordnare Serial number : 5CG3431RES Operating system : Windows
& Groups . " .
Phone number - Device model  : HP EliteBook 845 14 inch G10 Notebock PC
& Tenant administration ¥ Discovered apps
Device manufacturer : HP Last checkintime : 11/22/2023, 11:18:25 AM
. Device compliance
K Troubleshooting + support ? Remote assistance : Not configured
B Device configuration
Device actions status
™ App configuration
Action Status Date/Time Error

85 Recovery keys No data
B User experience

E Device diagnostics

2 Group membership

% Managed Apps

= Filter evaluation

@ Eenroliment

Remediations (preview)

Note : attendre environ 45 minutes que la suppression se synchronise avant de commencer la
finalisation du PC
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3 Extraction et importation HWID

Comme vu au paragraphe 1, si le pc n’existe pas il faut importer le HWID.

3.1 Extraction

Depuis un bureau Windows, déroulez le processus suivant :
e Open Powershell with Administrator
e Type md c:\\\HWID and hit Enter
e Type Set-Location c:\\HWID and hit Enter

e Type Set-ExecutionPolicy -Scope Process -ExecutionPolicy Unrestricted and hit Enter (if
asked for permissions please allow all)

e Type Install-Script -Name Get-WindowsAutoPilotInfo and hit Enter (if asked for permissions
please allow all)

e Type Get-WindowsAutoPilotinfo.ps1 -OutputFile AutoPilotHWID.csv and hit Enter (File will
be saved at C:\HWID Folder)

Note: If the PCis on OOBE Screen (country selection page) press SHIFT + F10 or Fn + SHIFT +F10. The
command prompt will open and type powershell.exe.

Share the output File (.csv file) with the designated Spoc's of your region. They will upload the HWID
on the Intune portal.

3.2 Importation

- Retournez dans le menu Devices = Windows = Windows enrollment = Device (cf. paragraphe
1.1) puis cliquez sur Import

S Dashboard > Devices | Windows > Windows | Windows enroliment >

Windows Autopilot devices -
Windows enroliment

() Refresh L Export = Columns ~ () Syndl T Import

evices
B Apps - —
O search @ jAdd i
@, Endpoint securi ity
Reports Wi opilot lets you customize the out-of-box fkperiend 0BHfor your users.
a <

&8 Groups

& Tenant administration

# Troubleshooting + support
Serial number Manufacturer Model Group tag Profile status 3

O
[}
[}
[}
[}
[m]
[}
[m]
[}
[m]
[}
m}
[}
m}
[}
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b Home

I Dashboard

= All services

1 Devices

i Apps

& Endpoint security

3 Reports.

b Users

B Groups

# Tenant administration

£ Troubleshooting + suppert

«

Sélectionnez votre fichier .csv puis cliquez sur "Import"

Dashboard > Devices | Windows > Windows | Windows enrollment >
Windows Autopilot devices

Windows enrollment

O Refresh L Export = Columns v () Sync 7 Import

Windows Autopilot lets you customize the out-of-box experience (OOBE) for your users.
Last successful sync

11/22/2023, 12:37 PM

Last sync request

11/22/2023, 12:37 PM

[  serial number Manufacturer Model

He

O

LENOVO

He

HP

HP

HP

HP

HP

Hp

Hp

Hp

Hp

Hp

Hp

oooooooooooog

Group tag

Add Autopilot devices X

Windows Autopilot devices

Import Windows Autopilot devices from a.CSV file. When
assigning users in the .CSV, make sure that you are assigning
correct UPNs. Learn more about farmatting requirements
here.

=>

Specify the path to the list you want to import

[(selecta file B

=

Le processus d’'importation peut prendre quelques minutes. Une fois le fichier importé, référez-vous au
paragraphe 1.2.
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About Capgemini

Capgemini is a global leader in partnering with companies to transform and
manage their business by harnessing the power of technology. The Group is
guided everyday by its purpose of unleashing human energy through technology
for aninclusive and sustainable future. It is a responsible and diverse organization
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